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Introduction
Eavesdropping means listening to or recording other people’s communication without their consent. And LI (lawful interception) means eavesdropping with lawful authorization. ETSI defined LI as “action (based on the law), performed by a network operator / access provider / service provider, of making available certain information and providing that information to a law enforcement monitoring facility”.
As IP services spread widely such as VoIP and IP access service, issues on lawful interception of IP applications are brought up. However, interception of IP applications based on traditional LI regulatory framework which focus on PTSN-based telephone service is not reasonable. For LI of PSTN-based telephone service, the important thing to be prescribed in law is assistance obligation of telecommunications service providers with LEA (law enforcement agency). But, for LI of IP applications, interception capability should be developed and installed or separate interception equipment should be used. 
Considering the trend of telecommunications market, many countries are building up or modifying interception systems taking IP applications services into account. In South Korea, in late 2005, suggested was revised law that telecommunications carrier should have the interception capability of several telecommunications services including VoIP service and IP access service. The amendment is under review of 'Legislation and Administration of Justice Committee’ and is expected to be passed during early 2007. 
There are several issues to be settled for adoption of a LI regulation which obligate telecommunications carrier to provide LI capability for IP applications. The authors of this paper examined such issues closely while studying and proposing modifications of LI regulation framework in Korea. Issues dealt with in this paper were actually addressed with considerable importance among interest entities such as telecommunications carrier, LEA, Ministry of Justice and Ministry of Information and Communication. We think that this will happen similarly in other countries which are to establish or modify regulation framework for IP services LI. 
In this paper, we pick out several issues to be settled to set up regulation framework of IP applications LI and analyze alternatives of each issue. Adding to that, example of other countries which already have built a LI system for IP application service will be helpful understanding the issues and alternatives. 
Issues to be settled for the adoption of IP applications LI regulation
Major issues to be addressed to build up IP applications LI regulation framework include assistance obligation of telecommunications carrier (capability requirement), scope of telecommunications carriers under assistance obligation, cost supplementation, (renewal of) grace period, technical standard for capability requirement, system security and integrity and so on. More issues may be raised such as penalties, capacity requirement. However, we exclude those issues from the scope of this paper, for the reasons that those issues are so dependent of policy of each country and so on. 
· Assistance obligation of telecommunications carrier (Capability requirement)
Assistance obligation of telecommunications carriers means that corresponding carriers should satisfy the LI capability requirement in the form of software or separate equipment. It is the most fundamental item to be prescribed in the related law for IP services LI. Most of other issues are addressed and settled for effective observation of LI capability requirement. 
· Scope of telecommunications carriers under assistance obligation
To apply LI regulation, it is important to determine the scope of telecommunications carriers who have the assistance obligation. The criterion of determination can be a kind of service, a kind of telecommunications provider or special exemption by a governmental organization. However, due to characteristics of IP application services, it is not simple to determine the scope clearly. This issue may provoke a conflict of interests among telecommunications service providers, LEA and so forth. 
· Cost supplementation
For telecommunications carriers which have the assistance obligation, it is very important whether government covers the cost of capability requirement satisfaction. It may be controversial that who bears the cost, because the purpose of LI is to protect national security and pubic safety though telecommunications services are provided by telecommunications carriers. 
· (Renewal of) Grace period
Provisions of grace period and the renewal for fulfillment of capability requirement may be necessary for telecommunications carriers. Especially, when the cost is not covered by government, the cost is affected by renewal of grace period or not. Moreover, considering the following reasons, it does not seem to be rational to fix the grace period hard for every telecommunications services. 
· Diverse kinds and characteristics of IP telecommunications services
· Possibility of opportunity benefit decrease of service providers caused by market entrance delay of new telecommunications services
· Different expected time taken to develop standards and techniques for different kinds of services
· Technical Standard
Technical standards are needed for the development of techniques, abilities and equipments for IP applications LI. In many countries, LI capabilities are required to follow technical standards. At present, standardization organizations such as ETSI and ATIS are developing standards for IP applications LI.
· System security and integrity

Although LI is enforced for public safety and national security, there is a risk that private life may be invaded. For both effective LI and privacy invasion prevention, two kinds of countermeasures are needed. 
· Integrity: intercepted communications and call-identifying information should not be changed
· Security: communications should not be intercepted without lawful authorization
Especially for security, politically and technically through measures should be carried out against illegal interception by LEA or super manager of telecommunications carriers. 
Conclusion

We gave an overview of anticipated issues on regulation framework for IP applications LI. Many factors should be considered for the review of controversial points, and parts of them are dependent of each country’s peculiar policy. However, most parts of them can be investigated commonly for nations which want to establish IP LI policy. In the full paper, we suggest alternatives for each issue and analyze the characteristics of alternatives. We also grasp trend of many countries’ LI regulations to be helpful to understand the issues. 
