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Abstract

In Japan, the personal information protection law has been in force since April 2005, in order to protect personal information leakage and distribute more information smoothly on the Internet.  Businesses which have more than 5,000 personal items of information on their database must follow this law.  Prior to the enactment, a series of accidents relating to personal information leakage caused serious social problems.  In order to follow the law and strengthen information security, major companies invest heavily to take IT security measures, since companies which cause an accident involving personal information leakage incur serious losses to restore confidence with both the victims and consumers. 
     In several cases involving accidents of personal information leakage, victims filed lawsuits against the companies. Some winning lawsuits became model cases of awards for pain and suffering.  For example, after 210,000 residents' register data were circulated from Uji city in Kyoto Prefecture, three residents sued the city government. A court ordered the city to pay 10,000 JPY for pain and suffering to each plaintiff.  TBC, an aesthetic salon, has been hit with a group lawsuit demanding one million yen in compensation for each plaintiff. Data on 37,000 clients, including their measurements, were leaked, and some of the information was posted on the Internet.  A court ordered the company to pay 35,000 yen or 22,000 JPY in damages for mental suffering to each plaintiff. 1)  

Following these court precedents and other case examples, the model of how to apologize and show sincerity to victims is being formulated.   However, the fact is that many companies are compelled to take ad hoc measure for information security, since they are still unable to assess their own risks quantitatively.  The research and study of information security is being promoted by businesses, and many results of search and surveys on business attitudes have been published. ２)  On the other hand, the research and survey for Internet users is yet to be seen.  
The research question is how victims and Internet users feel about such low awards for pain and suffering.  They must be unacceptable by any measure.  How much is personal information assumed to be worth for general Internet users?  The assumption value between businesses and users might be different.  In some cases, businesses that caused accidents sent apology letters with 500 JPY of gift certificates to the victims.  Is this apology money sufficient to restore the confidence of the victims and consumers?  Study of the method of risk quantification for information security is important in this regard.
In order to research the above question, we have carried out two Internet questionnaire surveys on information security.  In the first survey, we asked Internet users for their general attitude towards information security and what measures they had taken, as well as what actual damage was caused by information leakage.  CVM (contingent valuation method) was used.  The main purpose of using CVM was to determine how much Internet users expected to be compensated when their personal information was leaked.  We asked for their WTP (willingness to pay) and WTA (willingness to accept compensation), and sampled 1,386 results from the first survey.  For the second survey of conjoint analysis, we conducted several pre-questionnaires, although the sample was very small.  According to the results of the pre-questionnaires, we chose six information patterns; 1)Basic information such as name, address, telephone number, and gender, 2) Mail address, 3) family information, 4) measurements, 5) medical history, 6) financial information such as credit card numbers.  The compensation expected ranged between 20,000 and 100,000 JPY for 1) and 2), between 50,000 and 250,000 JPY for 3) and 4), and between 200,000 and 1,000,000 JPY for 5) and 6).  For the attributes of the conjoint analysis, we chose 1) psychological damage, 2) actual damage, and 3) company response.  In each attributes, we set up three or four levels.  The second survey sampled 1,050 results. 
In addition to the detailed primary data analysis of the first and second surveys, we expect to extract a monetary value for personal information, using a conjoint analysis.   Conjoint analysis is a statistical technique, used in many of the social sciences and applied sciences, including marketing.  The objective of conjoint analysis is to determine what combination of a limited number of attributes is most preferred by respondents.  Based on these factors strategic company decisions can be made ensuring the full benefit of conjoint analysis.  With respect to each of the six types of personal information, we expect to draw up values for personal information, and determine what attributes influence the preferred amounts of awards for pain and suffering.

In severe changes to the environment surrounding business administration, companies are strongly urged to promote new enterprise risk management.  Establishing risk quantification for information security is very valuable for businesses, since they have been investing quite large sums of money in achieving complete information security.  The results drawn by this study can be utilized to devise efficient and appropriate security measures, and may contribute in influencing the court’s decisions regarding awards.  
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