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Abstract

In Japan, a series of accidents relating to personal information leakage caused serious social concern prior to the enactment of the personal information protection law in April 2005.  In several cases involving accidents of personal information leakage, victims filed lawsuits against the companies.  Awards for pain and suffering involving incidents of personal information leakage are considered to be low.  Research and study of information security is being promoted by businesses, and many results of research and surveys on business attitudes have been published.  By contrast, research and surveys focused on Internet users are yet to be seen.  The question that needs to be asked is: How do victims and Internet users feel about such low awards for pain and suffering?  The study of the method of risk quantification for information security is important in this regard.  We carried out two Internet questionnaire surveys concerning information security and extracted a monetary value for personal information using conjoint analysis. The results drawn by this study show that Internet users place much higher value on personal information. 　The subjective evaluation of Internet users may influence the quantitative assessment of security values. 
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1. Introduction
In European countries, privacy protection laws have been introduced since the 1970s, preventing the free flow of personal data.  For the purpose of both harmonizing the free flow of personal data and data protection, the Organization for Economic Co-operation and Development (OECD) adopted the “Recommendations of the Council Concerning Guidelines 
Governing the Protection of Privacy and Transborder Flow of Personal Data” in 1980.1)  The “OECD’s Eight Principles” have been the basic concept of personal information protection in the world.  Then in 1995, “The Data Protection Directive (EU Directive 95/46/EC)”2)  was adopted.  The directive requested member states to transpose the directive into internal law, and also requested third-world countries to reach an adequate level of protection.  

In Japan, “The Personal Information Protection Law” was put into force in April 2005. Businesses that have more than 5,000 personal items of information on their database must follow this law.  In spite of the fact that the law is aimed at preventing personal information leakage and to distribute more information smoothly on the Internet, a series of incidents 
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related to personal information leakage has caused serious concern in society. The annual number of incidents is shown in Figure 1.  [image: image5.wmf] 
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As Japanese used to think that safety and water was free, people overreacted in order to protect their information.  To follow the law and strengthen information security, major companies invest heavily in IT security in order to avoid having to make considerable investments to restore confidence with both the victims and consumers when personal information is leaked.
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Examples of the Court Precedents 

In several cases involving incidents of personal information leakage, the victims filed lawsuits against the companies. Some

winning lawsuits became model cases of 
awards for pain and suffering.  The examples of three anecdotal models are as follows:

1) After a part-time student of subcontractors sold 210,000 residents' register data of Uji City in Kyoto Prefecture, the residents sued the city government.  A court ordered the city to pay 10,000 JPY (60€) for pain and suffering and 5,000 JPY (30€) for attorneys' fees to each plaintiff.  

2) “TBC”, an aesthetic salon, leaked questionnaire data on 37,000 clients, including their physical measurements, and some of the information was posted on the Internet.  A group lawsuit of 14 women demanded 1,150,000 JPY (6,900€) in compensation for each plaintiff.  A court ordered the company to pay 30,000 JPY (180€) in damage for mental suffering and 5,000 JPY (30€) for attorneys' fees to each plaintiff.
3) Former contract employees of “Yahoo! BB” gained unauthorized access to 4,517,039 pieces of data, including names, addresses, telephone numbers, and e-mail addresses. The company sent apology letters with 500 JPY (3€) in gift certificates to all members.  Five members sued the company and demanded 100,000 JPY (600€).  A court ordered the company to pay 5,000 JPY (30€) for pain and suffering and 1,000 JPY (6€) for attorneys' fees to each plaintiff.  

From these three examples, awards for pain and suffering involving incidents of personal information leakage are considered to be low.  However, in the US, Ziff Davis Media Inc. (Ziff Davis) posted 12,000 items of consumer data, including information about 50 credit cards, on a website.  Three states have inquired about the incident, and Ziff Davis voluntarily cooperated in the states’ inquiries. They agreed that Ziff Davis would pay 500US$ (360 €) to 50 clients whose credit card information had been leaked, and 100,000 US$ (73,000 €) to New York State.3) 

3. Purpose of Study
Following these court precedents and other case examples, the model of how to apologize and show sincerity to victims has been formulated.  However, the fact is that many companies are compelled to take ad hoc measure for information security, since they are still unable to assess their own risks quantitatively.  Although the Japanese Government creates an environment that promotes investment in IT security, the investment amount has not kept up with the pace in other countries.  Less than 10% of Japanese companies buy private information leak insurance, while 1/4 of foreign companies are insured. 4)  For the needs of cost effective analysis, the research and study of information security is being promoted, and many results of search and surveys on business attitudes have been published. 5)  
In regard to the model of cost estimation of security damage by businesses, the Information-Technology Promotion Agency, Japan6), Japan Science and Technology Agency7), and Ministry of Economy Trade and Industry8) have proposed models in their reports.  The report of Japan Network security Association (JNSA), which became a standard for cost estimation, assessment of damage by “value of basic information”, “degree of information sensitivity”, “degree of ease in identifying the individual”, “value of the personal information leaked”, “degree of social responsibility of the organization in question”, and “appraisal post-incident response by the organization in question” 9).

By contrast, research and surveys from the position of the Internet users is yet to be seen.  We recognize the necessity of understanding the attitudes of Internet users toward security damage.  The research question is how victims and Internet users feel about such low awards for pain and suffering.  How much is personal information assumed to be worth for general Internet users?  The assumption value between businesses and users might be different.  From the Yahoo! BB example, we can see that businesses responsible for incidents sent apology letters with 500 JPY in gift certificates to the victims.  Is this apology money sufficient to restore the confidence of the victims and consumers?  A study of the method of risk quantification for information security is important in this regard.

4. The Summary of the Survey

4.1. Survey Design
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In order to research the above question, we have carried out two Internet questionnaire surveys on information security.  The survey flowchart is illustrated in Figure 2. 

The first survey and the subsequent conjoint analysis aim to identify the factors that influence the evaluation of personal information by Internet users.  Conjoint analysis is an analytical method based on stated preference data, and is used to quantify the preferences on various specification of a product.  It has been utilized in marketing and new product development because both actual and hypothetical specifications can be evaluated with the analysis.  The objective of the conjoint analysis is to determine what combination of a 
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limited number of attributes is most preferred by respondents.

Prior to the first and second surveys, we conducted several pre-questionnaires, although the number of respondents was small.  In the first survey, we asked Internet users for their general attitudes towards information security and what measures they took, as well as what actual damage was caused by information leakage.  For the purpose of determining the range of compensation money for the conjoint analysis, we used the CVM (contingent valuation method).  The main purpose for using CVM was to determine how much Internet users expected to be compensated when their personal information was leaked.  Although NOAA guidelines suggest using WTP (willingness to pay), a method which has stability and less bias than WTA (willingness to accept compensation) 10), we asked both for their WTP and WTA, in order to collect their thoughts regarding compensation money.

4.2. Results of the First Survey
The summary of the first survey and the demographic information are summarized in Table 1.  We collected 1,386 samples, which ratio between male and female, and ages were almost equal.
Table 1: Summary of the First Survey

	Date of the Survey
	February 2007

	Samples collected from 
	Internet users in Japan

	Method
	Choose one from 20 questionnaires 

	Number of respondents
	1,386

	Gender
	Male 683(49.3%), Female 703(50.7%)

	Age of respondents
	15～19 years: 13.1% 

20～24 years: 12.5%

25～29 years: 12.9%

30～34 years: 12.9%

35～39 years: 12.1%

40～44 years: 11.6%

45～49 years: 12.3%

Older than 50 years: 12.6%


56.9% of the respondents have been 
using the Internet for more than eight years
(See Table 2), and the highest percentage 
of hours using the Internet are two hours on weekdays and three hours on the weekend (See Figure 3).  This shows that the majority of respondents are heavy users of the Internet.
The number of respondents who have experienced security damage is shown in Figure 4.  1,132 (81.7%) 
respondents have experienced receiving spam mail.  Also, 788 (56.9%) have experienced receiving viruses, 458 (33.0%) have experienced being infected by a virus, 268 (19.3%) have been infected by spyware, and so on.
Figure 3: Hours of Internet Use


Figure 4: Number of Respondents Experiencing Security Damage
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Concerning personal information leakage, 302 (21.8%) respondents of 1,386 have experienced having personal information leaked.  Most of the leaked personal information was basic information such as name, address, telephone number, and e-mail address (See Figure 5).  Although the numbers of other information are rather small, it is important to understand that all personal information has risk of being leaked on the Internet.  In fact, 66.7% of respondents were worried about security damage, and 77.9% were afraid of actual damage caused by security damage.

With regard to the question “What would you want from companies that have leaked your personal information?”, 35.4% would request payment of compensation money, 25.7% would want to have a 500 JPY gift certificate, and 19.8% would not use the services of the company (See Figure 6).  When credit card information is leaked, 70.1% would request payment of compensation, and 50.0% would want compensation for leakage of a photograph of their face.  In total, 80.9% of respondents would want the companies to take responsibility.
Figure 5: Number of Respondents Experiencing Personal Information Leakage
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The average amount of WTP (willingness to pay) and WTA (willingness to accept compensation) are shown in Figure 7.  Since the average of WTP for each piece of personal information was about the same, we adopted the average of WTA. 

4.3. Survey Design for Conjoint Analysis
According to the results of the pre-questionnaires for the second survey, we chose six information patterns out of 24: 
1) Basic information such as name, address, telephone number, and gender 
2) Mail address
3) Family information 
4) Physical characteristics and measurements 5) Medical history 
6) Financial information such as credit card numbers.  
The expected compensation ranged in five levels between 20,000 JPY (120€) and 100,000 JPY (600€) for 1) and 2), between 50,000 JPY (300€) and 250,000 JPY (1,500€) for 3) and 4), and between 200,000 JPY (1,200€) and 1,000,000 JPY (6,000€) for 5) and 6).
For the attributes of the conjoint analysis, we chose 1) psychological damage, 2) actual damage, and 3) company response.  For each attribute, we set up three or four levels (See Table 3).　　
Among the various ways for the survey for conjoint analysis, we adopted the full-concept method.  Under this method, conjoint cards are composed of combinations of various levels of attributes. 　Since each conjoint card contains a combination of the levels, the number of possible combinations is enormous. 　By applying an orthogonal array in the design of experiments (DOE), it could be reduced to 25.  From 25 conjoint cards, we asked one to each respondent in six information patterns.  The respondents chose one between 1 and 10 on each conjoint card, which represents the degree of the preference.  A sample of the conjoint card is shown in Figure 8. 
Figure 7: Average WTP and WTP for Personal Information Leakage
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Table 3: Attributes and their Levels for Conjoint Analysis
	Attributes

Level
	Psychological Damage
	Actual Damage
	Company Response

	Level 1
	The heaviest psychological damage, Significant distress, Disabling anxiousness 
	Heavy actual damage: Unfair use of information, Billing fraud, Spam, Prank call 
	Gift certificates: 

Company sent apology letters with 500 JPY in gift certificates 

	Level 2
	Heavy psychological damage: 

Fear of insecurity
	No harm caused by leaking, but many people recognize your leaked private information
	Apology letter: 

Company sent apology letters or e-mail 

	Level 3
	Psychological damage: Concern
	No damage: 

Little or no damage
	Website: 

Apology on the website

	Level 4
	No damage:

Little or no damage
	---
	No response from the companies


Figure 8: A Sample Conjoint Card
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With respect to each of the six types of personal information, we drew up values for personal information, and determine what attributes influence the preferred amounts of awards for pain and suffering.  In addition to the questions for the above six information patterns, we asked three other questions for reference, of which the situations are the same as the three examples explained in Chapter 2.  In total, we asked nine questions to each respondent.

4.4. Results of the Survey for Conjoint Analysis
The survey and the demographic information are summarized in Table 4.  We collected 1,050 samples from respondents of the first survey.  The ratio between male and female, and ages were almost equal.
As expected, most answers of three referential questions indicated that these amounts 
were small.  In the case of TBC, 35,000 JPY (210€) was considered "Small" by 90.2% of respondents. 85.1% of Yahoo! BB’s 6,000 JPY (36€), and 68.5% of Uji City’s 10,000 JPY (60€) were also considered "Small".
Table 4: Summary of the Survey for Conjoint Analysis 

	Date of the Survey
	March 2007

	Samples collected from 
	Respondents of the first survey

	Method
	Choose one scale from ten in nine questions based on the full-concept method for conjoint  

	The number of respondents
	1,050

	Gender
	Male 535(51.0%), Female 515(49.0%)

	Age of respondents
	15～19 years: 11.5%,  

20～24 years: 10.9%
25～29 years: 12.7%

30～34 years: 14.0%

35～39 years: 12.1%

40～44 years: 12.1%

45～49 years: 12.8%

Older than 50 years: 13.9%


5. Estimation

From 1,050 respondents, we deleted 83 who chose the same answers (1.Too Small, 

5. Appropriate or 9. Too Large) for all six questions.  We set the answers of “10. Don’t want money” missing value, though the percentage of those answers was very small at between 0.18 and 0.43.  We used an ordered logit model for the analysis, in which the logistic distribution is assumed for the probability term of the Internet users' utility.  This enables us to compare part-worth preferences with one another, so that the WTP for each level of the attributes can be derived by using the part-worth preference on the compensation money.  
As shown in Table 5, the estimated coefficients represent the marginal utility of the levels.  All levels of “Actual Damage” and significant distress of “Psychological Damage” are statistically significant at 1% level.  This indicates that the actual damage has strongest influence on the preference of the money in all types of personal information.  With regard to the sign condition, minus figures of “Actual Damage” and “Psychological Damage” mean that the respondents choose "Small" according to the levels of heavier damage.  By contrast, the plus figures for “Company Response” mean that they are influenced to choose "Large" by company responses. 
Based on the estimation, dividing each coefficient by the constant marginal utility of compensation money yields the evaluation in a monetary term.  The WTP of heaviest damage 

Table 5: Estimated Results

　

	Information

Attribute
	Basic Information
	Mail Address
	Family

Information
	Measurements
	Medical History
	Financial Information

	Compensation
	0.078*** 
	0.155*** 
	0.067*** 
	0.044*** 
	0.011*** 
	0.009*** 

	Psycho
-logical 
Damage
	Significant Distress
	-1.518*** 
	-1.213*** 
	-0.994*** 
	-0.989*** 
	-0.792*** 
	-0.727*** 

	
	Fear of Insecurity
	-0.685*** 
	-0.539*** 
	-0.546*** 
	-0.459*** 
	--
	--

	
	Concern
	-0.330** 
	--
	--
	--
	--
	--

	
	No Damage
	　　　0 
	0 
	　　　0 
	　0 
	0 
	　　　0 

	Actual Damage
	Critical Damage
	-2.177*** 
	-2.169*** 
	-1.943*** 
	-1.446*** 
	-1.333*** 
	-1.354*** 

	
	Damage
	-1.069*** 
	-0.960*** 
	-0.898*** 
	-0.625*** 
	-0.684*** 
	-0.679*** 

	
	No Damage
	　　0 
	　　　0 
	0 
	0 
	0 
	　　0 

	Company Response
	Gift Certificates
	0.690*** 
	0.271*
	　0.280*
	0.286*
	0.338** 
	

	
	Apology Letter
	0.463*** 
	--
	0.410*** 
	0.348** 
	　　0.400** 
	　0.375** 

	
	Website
	　0.291*
	0.568*** 
	0.417*** 
	--
	--
	--

	
	No response
	　　　0 
	0 
	　　　0 
	　　　　0 
	0 
	　　　0 

	Fitness of the model

	Number of valid responses 
	923
	942
	944
	940
	946
	950

	Restricted likelihood
	934.971 
	946.245 
	935.925 
	826.425 
	837.261 
	839.622 

	Maximum likelihood 
	-335.053 
	-334.422 
	-348.988 
	-339.706 
	-351.102 
	-359.490 


　(***significant at 1%　** significant at 5%　* significant at 10%　--No significance)
Table 6: Monetary Evaluation (JPY)

	Information

Attribute
	Basic Information
	Mail Address
	Family

Information
	Measure
-ments
	Medical History
	Financial Information

	Psycho
-logical 

Damage
	Significant Distress
	194,416
	78,356
	148,136
	223,415
	729,977
	768,565

	Actual Damage
	Critical Damage
	278,818
	140,077
	289,652
	326,720
	1,228,363
	1,430,916

	

	Average WTA of the First Survey
	160,000～250,000
	180,000
	220,000
	230,000～310,000
	340,000
	350,000～490,000


in both “Actual Damage” and “Psychological Damage” are indicated in Table 6.  For reference, we also indicate the average of WTA in the first survey.

6. Conclusion

Based on this survey, the value of personal information is most influenced by the actual and psychological damage.  As we expected, the monetary value of personal information evaluated by Internet users is much higher than the money of pain and suffering actually decided by courts.  Compared to the average of WTA in the first survey, estimated WTP of “Basic Information”, “Mail Address”, “Family Information”, and “Measurements” are good approximations.  We regard the WTP as reasonable figures; however, the results of “Medical History” and “Financial Information” seem overestimated. These values are more than 2 to 4 times larger than their average of WTA in the first survey, and closer examination must be conducted.

We expected that the company responses were important and influenced preference.  Since there were differences in preference between gender and ages, we might not obtain overall obvious results.

     The fact that a majority of respondents was relatively heavy Internet users might bias the results.  The study of non-Internet users may become an issue in the future.

The estimated values are merely a subjective evaluation and are not the amounts they really would like to be paid.  However, we believe that this research is the first step to estimate the monetary value of information security.  With severe changes to the environment surrounding business administration, companies are strongly urged to promote new-enterprise risk management.  Establishing risk quantification for information security is very valuable for businesses due to the fact that they have been investing large sums of money in achieving complete information security.  The results drawn by this study can be utilized to devise efficient and appropriate security measures, and may contribute in influencing the decisions of courts regarding awards.  
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Please imagine the situation that your basic information such as name, address, gender, and date of birth was leaked on the Internet.  Your psychological and actual damages, and the company response are as follows.  If the company gave you the following money, how do you evaluate this compensation money?  Please choose one from 10.





Table 2: Years of Internet Use
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Figure 6: Attitude toward Companies that caused Information Leakage
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Figure 2: Survey Flowchart
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Figure 1: Number of incidents of personal information leakage in Japan
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