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Abstract

We extract issues to be considered to establish lawful interception policy for IP application services such as cost recovery, LI security management, grace period and the extension and the scope of LI application, and we analyze characteristics of alternatives of each issue.
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1. Introduction
Eavesdropping means listening to or recording other people’s communication without their consent. And LI (lawful interception) means eavesdropping with lawful authorization. ETSI defined LI as “action (based on the law), performed by a network operator / access provider / service provider, of making available certain information and providing that information to a law enforcement monitoring facility”. As IP services spread widely such as VoIP and IP access service, issues on lawful interception of IP applications are brought up. However, interception of IP applications based on traditional LI regulatory framework which focus on PTSN-based telephone service is not reasonable. LI of PSTN-based telephone service can be done by wiretapping of the switch, with assistance of telecommunications service providers with LEA (law enforcement agency). But, for LI of IP applications, interception capability should be developed and installed or separate interception equipment should be deployed. Considering the trend of telecommunications market, many countries are building up or modifying interception systems taking IP applications services into account. There are several issues to be settled for adoption of a LI regulation which obligate telecommunications carrier to provide LI capability for IP applications. These are 1) which telecommunications services are required to be intercepted or which telecommunications service providers have the obligation to possess the capability to execute lawful interception, 2) who bears the cost of having LI capability, 3) what capabilities are required for effective LI execution, and 4) what kind of countermeasures are required to prevent unauthorized LI. In this paper, we analyze the issues through getting hold of characteristics of each alternative of the issues.
2. Scope of LI Application
In the place of LEA who requests assistance of LI, the broader the scope of telecommunications services which are intercepted, the better. In the other side, entities who consider privacy more important, for example citizen’s group, would want to minimize the scope of telecommunications services which are intercepted. To decide the scope of telecommunications service to be intercepted, several criteria as follows can be considered.
· Law effectiveness
· Depends on the size of service subscribers or users
· Depends on the cost for the preparation of LI functions
· Publicity
· Means the wideness of service subscribers or users

· Services for the purpose of service provider’s profit usually have the publicity
· Depends on the service interconnection with other kinds of telecommunications services
· Others
· The size of service provider
· Telecommunications policy of each nation
It seems not to be difficult to decide whether technically mature and widely provided services such as PSTN-based voice service, PCS (personal communication service), cellular service and IMT-2000 (International Mobile Telecommunication 2000) service are to be intercepted or not. However, the situation for recently developed services such as internet telephony service, internet access service and messenger is different. The necessity of lawful interception for these services is increasing because of the increase of the users, but LI of the services can be controversial because the boundary of services is not clear, government’s policy for IP services is not fully established, and so on.
For the internet telephony service, the followings can be considered to decide whether to intercept the service or not: 1) whether it substitutes for traditional telephone services such as wireless telephone service and mobile telephone service considering the number of service users or sales, 2) telecommunication service management regulations, and so on. It is more complex for internet access service. Internet access service is not a specified telecommunication service. It is a base service for the provision of various IP application services. Therefore, it is possible to intercept IP application services such as internet telephony service, e-mail, messenger and so on with the interception of internet access service. The most representative electronic service which is often intercepted is e-mail service. The surveillance of e-mail may be executed simply with the support of e-mail service provider, through duplicating the received e-mail. However, it is difficult or impossible to intercept e-mails which the intercept subject sends or whose mail server is in a foreign country. It is also difficult to intercept communication over messenger service with server in a foreign country or whose type is peer-to-peer. Interception of internet access service may help to settle the difficulties by intercepting the related packets not at the server of service provider, but at the network element such as router, IP probe and so on. Anyway, it does not support decryption of communications when the service user has the encryption key. In the same context, it is required to take care not to intercept unauthorized IP services while doing LI of an authorized IP service.
3. LI Security Management
As explained above, illegal interception may be done using facilities, equipments, functions, human resources and procedures prepared for lawful interception. Therefore, it is very important to prepare technical and managerial countermeasures to prevent illegal interception, unauthorized access to call identifying information or to interception log data
. The events to be managed with security and integrity are as follows:
1) Interception: To prevent unauthorized interception
2) Result of Interception: To prevent unauthorized access to call content or call identifying information
3) Interception Log Data: To make and manage LI log data with security and integrity to preserve record of illegal LI and access to the related records
Comparing the three requirements mentioned above, establishment of technical and managerial countermeasures against unauthorized lawful interception or access to the result is step-1 safeguard. And assuring security and integrity of LI log data mean step-2 safeguard against illegal actions which evaded step-1 safeguards. Therefore, there is a possibility that unauthorized lawful interception or access to the result of LI may happen by abusing the weakness of LI regulation or techniques, when security of LI log data is not guaranteed.

For those reasons, it is so important to manage LI log data with security and integrity. Practically, unauthorized LI may happen by telecommunications provider who manage and operate LI functions directly, regardless of conspiracy with LEA. It is required to establish a concrete and delicate countermeasures for the secure management of LI log data, because the entity which manages LI log data is telecommunications provider itself. 

4. Grace Period and the Extension
For the preparation of lawful interception functions with the used telecommunication equipment and facilities, it is required to determine how long time the telecommunication provider may takes. LEA would want to minimize the grace period and telecommunications providers would extend the period as much as possible. To determine the grace period, several items are to be considered; 1) time for the development of LI technical standards, 2) time for the development of LI functions, 3) time for the test of developed LI functions, and 4) time for the deployment of LI functions.

· Standards Development: Considering;

· Whether telecommunication providers have the obligation to observe technical standards when developing LI functions

· Whether technical standards are to be developed in the nation or adopted from international standards development organizations

· When developing in the nation, what is the standard developing procedure
· Development of Interception Function
· Time period required for telecommunication provider to develop LI functions; or

· Time period required to take appropriate LI solution of solution provider
· Test of Developed LI Function
· Required time depends on the result of test of developed LI functions

· Required time may decrease with selection of other solution or LI service of third party
· Deployment of LI Function
· Time period required to install LI functions in the equipment or facility; or

· Time period required to deploy LI equipment or facility into the network
It is required to make it possible for telecommunication providers to extend the grace period, because service providers may not meet the grace period for several reasons. For the determination of time extension for the petition of telecommunication providers, the followings can be considered;
· State of Standards Development: When the telecommunication providers have the obligation to follow technical standards when developing LI functions, 1) whether the required technical standards are developed timely, 2) whether the developed technical standards are deficient or not
· State of Cost Recovery: When the government bears the cost of preparation of LI functions, whether the cost is recovered timely
· Characteristics of Subject Service: According to the type of subject service, required time is different

· According to the type of subject service, complexity and difficulty of LI functions may be different – LI of PSTN telephone service is simple, but the load of LI of all the packets over internet access service may be great

· According to the type of subject service, the time period may be different required to meet the performance requirement on LI regulation or technical standards
5. Cost Recovery
It may be the most important issue for telecommunication provider who bears the cost for the preparation of LI capability. According to the policy of each country, the method of cost recovery may be different. The representative alternatives and the characteristics of each are as follows. The entity that bears the cost may be government, service user, LEA, or service provider. 
· Government
· The government bears all or part of the cost

· Criteria are required to estimate the cost exactly, because LI function is installed in an existing equipment or facility in most cases

· Cost recovery may be done all at once or for several times
· Service User
· The cost may be handed to service users by telecommunication provider through the increase of service rate, when the government does not bear the cost and the provider has a right to recover the cost with autonomy
· It may be unfair considering that LI is for all the nation, not for only the service users 
· LEA
· LEA may pay intercept charge for each execution of lawful interception

· Exact recovery is difficult because exact estimation of the number of LI to be done is difficult

· When the number of LI execution is greater than the expected, telecommunication provider may get profit. It is not reasonable to get profit for the price of information of service users
· Cost split among LEAs may be difficult
· Telecommunication Provider
· In many nations, telecommunication provider bears the cost according to the policy of government
6. Conclusion
There are several issues to be settled out for the establishment of IP application service LI regulation framework; scope of LI application, LI security management, grace period and the extension, cost recovery, and so on. To solve the related problems, many elements are to be considered. Part of them depends on the indigenous policy of each nation, but part of them is common to countries which plan to establish policy or system to intercept IP application service lawfully. According to the situation, we extract alternatives of each issue and analyze them to be considered to settle out the issues. The analysis described in the body text is expected to be helpful for those who would make a systematic approach for the establishment of IP application service LI regulation framework. 
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� It means the record of execution of lawful interception and access to call identifying information or call content. 





