Regulatory Issuesfor Mobile Grid Computing in Europe

Martin Waldburger?, Burkhard Stillert2

LUniversity of Ziirich, Department of Informatics (JFBinzmiihlestrasse 14, CH-8050 Ziirich, Switzatlan
2Swiss Federal Institute of Technology ETH Zirich TGloriastrasse 35, CH-8092 Zirich, Switzerland
[waldburger|stiller]@ifi.uzh.ch

Abstract

Regulatory issues for communications and value-added ser-
vices determine a key requirement of study to ensure that a
competitive and fair commercial usage within a legal domain
can be achieved. Therefore, this paper pursues a comprehen-
sive study identifying the key mobile grid regulations on a
European level, while such grid services are considered to be
of major importance for upcoming value-added services. The
focus is put mainly on those regulatory determinations affect-
ing areas neglected by the eCommunications framework,
namely the areas of value-added services in mobile grids and
of determinations governing relations among service providers
and between service consumers and service providers.

Thus, the major achievement here outlines the potential for
open and unregulated mobile grid applications as well as ser-
vices markets. Due to the lack of eCommunications deter mina-
tions—as shown in a previous study [38]—, this new work
ensures the careful consideration of fundamental consumer
rights and competition efficiency for value-added services.

1. Introduction and Motivation

Accordingly, the preliminary study [38] on regulatéssues
for mobile grid computing in the European Union (Bbér-
formed a comprehensive relevance assessment Blilvegu-
latory framework for electronic communications (@@ouni-

cations framewor). The eCommunications framework was
selected as a candidate for the relevance assesam#rcon-
stitutes the most prominent set of directives ajajblie to com-
munications networks and services covering thesapégom-
petition, market access, and universal service afi as
consumer and privacy protection.

This initial study provided indications on whethbe regu-
latory framework covers grid-based service provisia a
meaningful way. Moreover, an assessment was coad wot
how well stakeholder requirements are reflectethenframe-
work. This resulted in formalized relations betweegulatory
principles and corresponding mobile grid businegss: Stake-
holders were grouped into two distinct roles typeservice
consumer and a service provider role type. The figze sub-
sumes service user, requestor, and customer vatteseas the
latter includes mobile grid-specific provider rofies network
service, grid services, and grid applications.

The conducted relevance assessment revealed disat pho-
visions outlined in the eCommunications framewoibstrsig-

With the ongoing development of grid systems froMg.aniy affect network service providers. Thisdue to the

research-driven high-performance computing towanddbile
grids [1]—essentially next-generation business ghds allow
for pervasive access—, technical implementationreffneed
to be complemented by identifying the key set tdrant regu-
latory determinations. The uprise of an integratehnology
and new systems require existing regulations toevésited
with a widened perspective. This is mainly duehi® fiact that
mobile grids integrate many different regulatorgwpoints on
telecommunications, grid computing, and end-congumne-
kets [35]. Thus, in addition to telecommunicaticarsd data
conveyance regulations, which are typically deteediin a
service-neutral manner, abstracted from applicatiomains,
regulations on value-added services have to besiigated as
well.

Careful analysis of relevant regulatory issuescfammuni-
cations and value-added services provided thronghtobile
grid is of high importance, since these servicestargeted at
offerings in a competitive environment [37]. Endasamers
conclude contractual agreements with mobile grigliagtion
providers. Such a contractual relation—technicalyplie-
mented by Service Level Agreements (SLA) and Serkivel
Specifications (SLS)—forms the legal frame govegnihe
general set-up for legal compliance of commercialtfered
mobile grid services. While communications servibese a
long tradition to be offered in a commercial comteralue-
added grid services lack this background.

framework’s exclusive focus on communications aativork
services, whereas value-added services—also reéféoreas
Information Society services [14][15]—are addressetgin-
ally. Consequently, grid service providers, gridplagation
providers as well as the respective service usguastor, and
customer roles are affected by the regulatory fraonk in
side-aspects only. This lead to the overall concfushat the
eCommunications framework is only partially relewvdor
mobile grids, so that further European legislatioesd to be
investigated in order to determine the full setedévant regu-
lations.

Driven by those insights gained, this paper pursuesm-
prehensive studiglentifying the key mobile grid regulations on
a European level. Focus is put on regulatory detextions
affecting those areas neglected by the eCommuaitsati
framework, namely the areas of value-added seriticembile
grids and of determinations governing relations agnservice
providers and between service consumers and seovingd-
ers. This study, thus, addresses the potentialopen and
unregulated mobile grid applications and servicaskets as it
was indicated in the previous study due to the lafckCom-

1. The eCommunications framework consists of five directiesframework
directive 2002/21/EC [22], the authorization directive 2002/20/E(, fpe
access directive 2002/19/EC [20], the universal service ctdiee
2002/22/EC [23], and the directive on the processing of perstataland
privacy in the telecommunications sector 2002/58/EC [24].



munications determinations ensuring fundamentatgorer
rights and competition efficiency for value-addesivices.
Such unregulated markets may challenge businessrtopp
nities and chances for a European leadership inlenghd
services.

Consequently, the remainder of this work is strreduas
follows: Section 2 presents existing work relevant this
study. This includes characteristics of mobile griguro-
pean Union law, and an overview of results gaimettié pre-
liminary study that this study succeeds. Basedhafoun-
dation, Section3 lays down the specific applied
methodology to conduct this study. The respectgeilts are
presented and discussed in Section 4, whereas tris i&/
summarized and concluded in Section 5.

2. Related Work

As a basis for the relevance assessment to be ctautin
this study, the necessary background informatioexasting
work of interest is given in this section. This eades an
introduction to mobile grids and the respective lapple
role model ¢f. Section 2.1), an overview of European Union
law sourcesdf. Section 2.2), and those results found from
the preliminary relevance assessment study conductéhe
eCommunications frameworlcf( Section 2.3). Section 2.4
presents the respective impact these consideress ak
related work show on this study, determining thenfitation
of the applied study methodology.

2.1 Mobile Grid Characteristics

VO and MDVO concept: Service provisioning across
administrative borders in a VO/MDVO is at the hezrt
the respective mobile grid organization model. M@,
legally independent organizations collaborate. dt i
assumed in this study that (a) VO members exigides
pendent, well-established organizations before pbieya
VO, and that (b) a VO itself does not constitutaeav
legal body, but that it is represented legally ime &/O
member organization. Based on these assumptiagis; le
lation in the area of forming a legal entity andming an
existing business,eg., requirements on financial
accounting, are not considered in this study. @notiher
hand, any legislation determining the legal franfe o
behavior applicable to VOs is of importance. Thigsers

in particular rules of vertical agreements conctude
among VO members and competition law in general.

Commercial offerings addressing consumer markets:
Commercial offerings base on contracts to be catedlu
between a supplier and a customer. Customers are in
most mobile grid application scenarios consumelthab
regulatory acts on Business-to-Consumer (B2C)ioglat

are of central interest for mobile grids. Consediyeany
legislation in the areas of consumer riglgg.( on unfair
commercial practices) and electronic commerce béll
considered.

In accordance with those main mobile grid charésties

outlined, Figure 1 depicts the respective basie milbdel
applicable to electronic service provisioning in &(B5]
and, thus, also in MDVOs, as MDVOs are seen axamne

sion of the VO concept. The role model focusesamroer-

Mobile grid systems as designed and prototypidailyle-
mented in the EU-funded research project Akogrirtp [
determine the main application domain for this fatjions
relevance assessment study. For that reason, mghie
characteristics need to be outlined.

Mobile grids are essentially grid systems thatvalfor the
provision of value-added services which are offeirech
commercial context to potentially mobile users avidch
are aggregated from several basic (grid) service
[35][37][38]. Mobile grids leverage the concept \dirtual
Organizations (VO), whereas support of device, ,uaad
session mobility is seen as the main driver fortegin

Service Requestor]
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Figure 1. Basic Role Model for Electronic Service
Provisionin VOs[35]

changes in the VO what in turn leads to a high elegf cial provisioning of electronic value-added sersic€om-
dynamics in the VO—both, with respect to businessgss mercialization is expressed by a three-fold seremesumer

execution and to grid service providers bound ®VW®© on

role. The model foresees distinct roles for sepaestities

demand. As mobility and dynamics constitute two kdgduesting (Service Requestor, SR), using (Seruser,

enhancements over the typically static and mobilitpware
VO concept, the respective term of Mobile Dynamigual
Organizations (MDVO) was introduced [39]. Whilst bile
grids and MDVOs are described in full detail in grelimi-

U), and remunerating (Service Customer, SC). B2€&
environment, these roles, however, are typicaltypéeid by a
single natural person. The characteristic of valdded ser-
vice provisioning is supported by a two-fold seevjarovider

nary study [38], the following set of attributedetenines the role. It differentiates between the provision obasic grid

key set of characteristics relevant for this study:

* Value-added service provisioning: Since most mobile
grid application scenarios focus on the provisidn
enriched services composed from basic serviceisldeg
tion governing content and information services—eaim
by the EU as Information Society services—are oé-rel
vance. This includes in particular determinations
copyright, intellectual property, and related right

Q

service, reflected by the role of a Grid Servicerter
(GSP), and the composition and aggregation of bseie
vices into value-added services, reflected by tile of a
rid Application Provider (AP). In addition to thesoles
that are directly derived from the role model, thepective
role of a Network Service Provider (NSP) is present
mobile grid application scenarios. NSP and AP alesrthat
were found to be of commercial interest to mobéledom-
munications operators [36]. Either NSP or AP qiesditypi-



cally to maintain direct B2C relations while GSRg aot
assumed to maintain customer relations but to foauBusi-
ness-to-Business (B2B) relations within the VO [38k
these roles were introduced and used in the predirgirele-
vance assessment study [38], the same roles aldfarsthe
relevance assessment to be conducted in this study.

2.2 European Union Law

European Union law knows three types of legislatio

These are primary law, secondary law, and suppleanen
law [8]. While primary law embraces sources in terof

treaties, secondary law includes sources that arevedl

from primary law and that are divided into two stdiego-

ries, namely unilateral acts and agreements. Sopgpitary

law comprises general principles of law, internadiblaw

and case law of the Court of Justice.

For this study, secondary law sources are relesamte
the study aims to identify regulatory aspects tdriest for a
specific application domain, the domain of mobileds).
Focus is set in particular on unilateral acts, wheragree-
ments are not investigated in detail. Article 24%he Treaty
establishing the European Community [34] lists fibleow-
ing five main instruments as unilateral acts: Ratjohs,
directives, decisions, opinions, and recommendstidhese
acts are complemented by sources that are notcahkpli
mentioned in the Treaty. These are communicati@tam-
mendations, white papers, and green papers.

Table 1. Relevance Assessment of eCommunications Frame-
work Provisionsfor Mobile Grid Roles (“ +” relevant, “ (+)”
partly relevant, “ —" not relevant; adapted from[38])
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Principle of Law % O %

Appeal and Consultation

Reporting

Harmonization

N Competition

Resource Allocation

Significant Market Power

Standardization

Disputes

General Authorizations

Access and Interconnectiq

=}

Universal Service

Personal Data and Privac

Security

the fact that the eCommunications framework adesess
communications networks and services exclusiveheneas
value-added services, so-called Information Sodetyices,
are not focused. The lack of a consistent Europegulatory
framework for value-added service regulations s thain
driver for this study as it aims to identify legisbn relevant
for the complete set of mobile grid roles. In dosw the

Those mentioned secondary law sources differ wifigmplete collection of European secondary legtsfeforms

respect to application, for which party they anedimg, and
whom they address. Accordingly, Article 249 of theaty
[34] determines regulations, directives, decisiansnions,
and recommendations a# ‘fegulation shall have general

application. It shall be binding in its entirety and directly
applicablein all Member States. A directive shall be binding,

as to the result to be achieved, upon each Member Sate to
which it is addressed, but shall leave to the national authori-

ties the choice of form and methods. A decision shall be
binding in its entirety upon those to whom it is addressed.

Recommendations and opinions shall have no binding

force”

2.3 Results from the eCommunications Frame-
work Relevance Assessment

The preliminary regulation relevance assessmerdyst
[38] was conducted on the eCommunications regulat
framework which consists of five directives. It wpser-
formed on those roles described in Section 2.1. & ahjre-
sents its main results in condensed form.

Legislation on appeal and consulting, personal @atz
privacy, and security were the only areas fountveéarele-
vant for the full set of mobile grid roles. Similardetermi-
nations on harmonization issues were assessedtbsrpte-
vant for all roles. The respective rules on contjgetiand
universal service were deemed relevant and partiale-
vant, respectively, for the service consumer rol€ke
remaining set of determinations, determining thet waajor-
ity of rules under the eCommunications framewortywh
ever, was found to be relevant for NSPs only, wititeother
roles are concerned marginally only. This is maidie to

(0]

in the first place the basic set of choice.

2.4 Impact of Related Work

Those three main areas of related work investigdételr-
mine the main frame for this regulatory relevansseasment
study. Content-wise, those presented mobile grédadteris-
tics, grouped into three main attributeg Section 2.1), will
serve as the key criteria for selecting legislatdrinterest.
Accordingly, those insights gained from the prefiary
study €f. Section 2.3) will result content-wise in the exclu
sion of already investigated legislation, whilesttime, the
full range of European legislation needs to undeagore-
screening. Thus, the initial starting point for sthétudy
embraces a much larger set of legislation thathieprelim-
inary study [38] which focused on the eCommunicatio
Jramework only. On the other hand, the introduciedanchy
qf different European law sourced.(Section 2.2) will pro-
vide a means to draw a manageable sub-set of yelgjaldi-
ing law sources with strong impact. This sub-setl wi
undergo the detailed relevance assessment for uthi@eul
set of mobile grid roles, including the role of BISP €f.
Section 2.1).

3. Methodology

In order to gain comparable results, an approauiasito
the preliminary study [38]s adopted. That approach was
structured into three parts, namely legislation didate
selection, grouping of detailed determinations iswecalled
principles of law, and conducting the relevanceesssient
of these principles of law for the determined semobile



grid roles. As outlined in Section 2.4, this studgs a differ-
ent initial position with regard to legislation chdate selec-
tion. Consequently, this part is adapted and exeras it
gains more weight in the overall study. Sectionéxflains
required adaptations in further detail, while Smet8.2
revisits the procedures of grouping detailed defteations
and conducting the relevance assessment.

3.1 Legislation Candidate Selection Procedure

the respective inclusion/exclusion criteria adoptsd the
European Commission. These criteria are not fuligud
mented on the portal. In contrast, the second pprteides
for the comprehensive collection of European laie Tol-
lection is structured into 32 subject areas whidteady
reflect the so-called Activities of the Europeanidsn[2].
For each subject area, an overview of relevanslatipn is
given. Even though the presented list of legistaper activ-
ity is comprehensive, it has to be noted that theeechance
that these lists are not exhaustive in strict terthsis

Whilst the preliminary study was performed on alwehssumed, however, that the probability of missire, not

defined, limited set of European law sources—thenai@io-
nications regulatory framework, consisting of fidérec-

listed legislation relevant for this study is miri-espe-
cially for law sources ranking high in the presentaw

tives—for this study, the respective set of canttidegisla- gource hierarchy (see Section 2.2). For that reabensub-
tion is a different, much larger one. This is daethie fact set of law sources to be assessed in detail i dxdlusively
that the eCommunications framework focuses on comMmusrom the respective range of the two highest rardeszbnd-

cations networks and services, but neglects valded ser-
vices. For mobile grids, however, both service gaties are
of importance so that the initial range of candidapislation
is at this point determined by the complete law pitation

of the EU, except those law sources covered bye@em-
munications framework.

Given the wide range of legislation candidatesyastep
selection process is introduced. Firstly, a presgrey of the
complete European law compilation is performed.this
step, a pre-selection of relevant legislation indicted. In
the second step, a sub-set out of these identéiet] pre-
selected law sources is built and used for theilddtaele-
vance assessment. This two-step procedure, thagidps
for a trade-off between the identification of a mosmplete
list of relevant legislation and a manageable stln§rele-
vant legislation with high impact. In general, aegi law
source needs to satisfy all of the following forrogteria in
order to be pre-selected:

» It is published in the Official Journal of the Bpean
Communities.

» It constitutes primary or secondary European lafv (

Section 2.2).
» It constitutes law of direct relevance for the &ean

Union. Thus, international agreements, such as WTO ,

(World Trade Organization) conventions, are notsiin
ered.

In particular, a given law source is pre-selecfeohie or
multiple out of the three mobile grid attributespssented
in Section 2.1 are addressed by the legislations Titans
that a law source is pre-selected if at least drieofollow-
ing clauses is fulfilled, and if the law sourcenist part of the
eCommunications framework:

» It applies tovalue-added services (Clause A).

» It governs the collaboration of legally independerga-
nizations in &/O or MDVO (Clause B).

» It governs the provision @ommercial offerings address-
ing consumer markets (Clause C).

The prescreening is conducted based on two officéedd
portals, the European Commission’s Information 8tyci
policies portal [7] and the European Commissioissrg of
summaries of legislations [9]. The first portatditegislation
relevant for the Information Society, whereas thlecion of
legislation relevant for the Information Societybiased on

ary European law sources:
* Regulation
» Directive

3.2 Reevance Assessment Procedure

In contrast to those adapted, two-step procedippbea
to legislation candidate selection, the respegbrecedures
for analyzing, grouping, and assessing selectedslawvces
of relevance remain unchanged. Accordingly, thadecsed
regulations and directives are analyzed in detadl specific
determinations deemed relevant for at least orteeofntro-
duced mobile grid roles (including the role of aBH are
collected. For purposes of clarity, single collelatietermina-
tions of relevance are grouped into so-called fplas of
law, determining groups of comparable determination
Finally, collected and grouped determinations ugdethe
detailed relevance assessment. For each prindipdevpand
for the full role set, a three-level grading schamapplied:

« “~“ The principle of law in question is not rekent for
the considered mobile grid role.

* “(+)": The principle of law in question is only g rele-
vant for the considered mobile grid role.

+": The principle of law in question is relevafar the
considered mobile grid role.

Relevance Assessment

Based on those methodological steps outlined, tthesét
of legislation relevant for mobile grids is idergd in
Section 4.1, whereas the detailed relevance assessme
conducted on the respective sub-set of selectadatamns
and directives in Section 4.2.

4.1 Legidation of Interest

In accordance with the methodology introduced, & pr
screening of those two considered EU legislationtgi®
[7][9] was conducted. Law sources were deemed aalielf
they satisfied all outlined formal criteria andledést one of
the mobile grid-specific clauses. Table 2 preseahiss, the
according complete list of legislation of interést mobile
grids in Europe.



Table 2: Overview of Pre-selected Legislation of Interest and Reason for Pre-selection

«
o Pre-selection
§ L egislation of Interest
< Reason
Tg % Recommendation of the European Parliament and of the Council of 20nBec2006 on the protection of minors and human
‘g % dignity and on the right of reply in relation to the competitiwsnaf the European audiovisual and on-line information servi®guse A?
% = | industry (2006/952/EC) [26]
e
2 ® | Council Resolution of 19 December 2002 on interactive media cdnt&nirope (2003/C 13/04) [33] Clause A.
Council Regulation (EC) No 1/2003 of 16 December 2002 on thesimgattation of the rules on competition laid down in Ar(_ilause B
ticles 81 and 82 of the Treaty [32] ’
- | Consolidated Version of the Treaty Establishing the European Cortynig4 Clause B¢
o
E | Communication from the Commission - Guidelines on the applicafiéuticle 81(3) of the Treaty (2004/C 101/08) [6] Clause B.
]
g Commission Notice on agreements of minor importance which dappoéciably restrict competition under Article 81(1) CfCIause B
8 the Treaty establishing the European Community (de minimis) (208a3/07) [4] ’
Regulation No 19/65/EEC of the Council of 2 March 1965 on appicat Article 85 (3) of the Treaty to certain categerid Clause B
agreements and concerted practices [27] ’
Commission Notice Guidelines on Vertical Restraints (2000/C02918] Clause B.
Directive 2005/29/EC of the European Parliament and of the @afrid May 2005 concerning unfair business-to-consumer
commercial practices in the internal market and amending ddbinective 84/450/EEC, Directives 97/7/EC, 98/27/EC and o
2002/65/EC of the European Parliament and of the Council and RegyEC) No 2006/2004 of the European Parliament a%ause )
” of the Council (“Unfair Commercial Practices Directiv2}p]
S | Directive 2000/31/EC of the European Parliament and of the afrR&June 2000 on certain legal aspects of information 9
1S ; ) . ; : ; - . auses A and Q.
2 | ciety services, in particular electronic commerce, iniibernal Market (Directive on electronic commerce) [17]
& | Directive 97/7/EC of the European Parliament and of the Coah20 May 1997 on the protection of consumers in respe :t(?f
O : lause C.
distance contracts [12]
Council Directive 93/13/EEC of 5 April 1993 on unfair terms in corsuoontracts [29] Clause C.
Directive 98/6/EC of the European Parliament and of the Coaht8 February 1998 on consumer protection in the indicati rl]ause c
of the prices of products offered to consumers [13] '
Cf. consumers
Cf. consumers and competition legislation. and competition
legislation.
Directive 2001/29/EC of the European Parliament and of the dafr2 May 2001 on the harmonisation of certain aSpECEIause A
of copyright and related rights in the information society [18] '
@ | Council Directive 93/98/EEC of 29 October 1993 harmonizing the ¢érprotection of copyright and certain related rightsg Clause A
S | [30] .
2 | Directive 2001/84/EC of the European Parliament and of the Cafr&il September 2001 on the resale right for the benefitaf
T - ause A.
W | the author of an original work of art [19]
Council Directive 92/100/EEC of 19 November 1992 on rental right arting right and on certain rights related to copyriglElause A
in the field of intellectual property [28] '
Directive 96/9/EC of the European Parliament and of the Cbohtll March 1996 on the legal protection of databases [11] Chause
Commission Recommendation of 18 May 2005 on collective cross-boetergament of copyright and related rights for Ieg'&—Iause A
imate online music services [5] '
> - Cf. consumers
@ | Cf. consumers legislation. T
'g legislation
UC) Council Framework Decision 2005/222/JHA of 24 February 2005 orkattgainst information systems [31] Clause B.
% Directive 95/46/EC of the European Parliament and of the Coof24 October 1995 on the protection of individuals with re_lause c
£ gard to the processing of personal data and on the free movehsech data [10] '
*S Directive 1999/93/EC of the European Parliament and of the Aafric3 December 1999 on a Community framework for Clause C
~ | electronic signatures [16] '
E -
c? . . Cf. enterprise
@ g | Cf. enterprise legislation. S
= legislation.

a. The following legislation areas were excluded (ordered in alphabetical order): Agriculture; budget; culture; customs; development; economic
and monetary affairs; education, training, youth; employment and social policy; energy; enlargement; environment; external relations; external
trade; fisheries; food safety; foreign and security policy; fight against fraud; human rights; humanitarian aid; institutional affairs; justice, freedom
and security; public health; regional policy; research and innovation; taxation; transport.

b. Even though legislation in this area focuses mostly on digital television—an area that is not regarded as primarily relevant for mobile grid
systems—, the recommendation on protection of minors constitutes legislation of interest asit outlines recommendations applicable to all types of
audiovisual and on-line information services.

c. Articles 81 to 86 lay down competition rules applicable to undertakings, including vertical agreements.

d. Mobile grid application scenarios typically envisage mass consumer markets as the targeted audience. Most scenarios foresee that one member
of the VO, usually the player acting as AP, maintains exclusive end consumer/customer contact. Hence, legislation governing Business-to-Con-
sumer relationsis of interest for mobile grids.



For each legislation, reason for selection—in tewhs
clauses A, B, and C—is given. Legislations of inserare
grouped into legislation areas that reflect thécaff Activi-
ties of the European Union. Those formal and maltgre.,
mobile grid-specific selection criteria result oneochand in
focusing legislation in the areas of copyright, patition,

rules address service user roles mostly indiréotbgrms of
the respective adopted service provider behavior.

5. Summary, Conclusions, and Outlook

Driven by those insights gained from the initiderance

consumer protection, electronic commerce, and pliaitec- assessment conducted for the European eCommumisatio
tion, and on the other hand, they result in a numbbareas regulatory framework and the determined set of headpiid
excludedex ante (cf. Table 2, footnote a). In particular, legis+toles, this study aimed at identifying the key ratary

lation covered by the eCommunications framework lamd
sources governing software, counterfeiting, patetgsigns,
digital TV, electronic payments, banking issuesj aom-
pany law are not considered.

The second step in identifying legislation of ietsr for
the detailed relevance assessment consists infmiddsub-

issues affecting areas neglected by the eCommiomsat
framework. Accordingly, focus was put on regulat@myues
relevant for value-added services in mobile gridsl @an
determinations governing relations between semigesum-
ers and service providers and setting the legaidréor B2B
relations in a VO.

set from the pre-selected legislation as documerited The first key contribution of this study consigtstine full
Table 2. For that purpose, law sources of type eggul and set of legislation relevant for mobile grids asnitiieed and
directive are selected. These 14 selected regokatand characterized according to a prescreening perforomethe

directives are marked by light grey background Gotpin
Table 2.

4.2 Relevance Assessment Results

Table 3 presents detailed results of the relevassesa-
ment conducted on those 14 selected regulationsimed-
tives. In accordance with the outlined methodologgard-
ing relevance assessment proceducesSection 3.2), a list
of relevant determinations is given and grouped ithte-
matic areas, introduced as principles of law. Thgseiples
do not constitute official European Union termirgfo They
are used as a grouping element for determinatiogiat-
ing from different law sources addressing inteatad sub-
jects. To each principle, the introduced threedlgvading is
applied, determining a given principle as eitheevant,
partly relevant, or irrelevant for a mobile grideran ques-
tion.

complete European law compilation. Policies govegrion-

sumer protection, electronic commerce, competitzopy-

right and related rights, and data protection dbnst the

main range for relevant determinations, while pelicon

communications services, mobile devices, and ecgtipare
not considered in order to avoid overlapping whie first

study. The selection of legislation of interestifmobile grids
was based on the respective specified set of fdeayal and
material criteria. In total, the list of relevantifépean legis-
lation contains 22 identified law sources.

The second key contribution of this study is founda
detailed relevance assessment for the same rodes sisied in
the preliminary study conducted on those 14 |lawrcssiof
type regulation or directive as determined fromfthElist of
relevant legislation. Grouped into subject arebss tele-
vance assessment revealed that the role of an ARuislly
affected by all identified determinations, while BSare
mainly addressed by determinations focusing on rinege-

of an AP is affected by the complete set of assklegpsla-
tion. This is mainly due to the AP’s central pasitias a ser-
vice aggregator within a VO, maintaining both B2l 82B

GSPs and NSPs are also affected by those regudatieter-
mining the legal frame for agreements among unkieiga,
thus, laying down rules of potential interest fad&/ In addi-

relations. GSPs and NSP are affected by thosemlie®@r tjon NSPs and service consumer roles (SU, SCS&)jdare
tions laying down the legal frame for agreementd @n-  maijnly affected by determinations governing B2Gtiehs.

certed actions between undertakings—thus, addgessinTnys, this study provides for the complementaryaessh
aspects of potential interest for vertical agreeimas possi- tive set of relevant legislation and principles lafv for
ble in VOs and MDVOs. Rules governing free moven®nt yopile grids. Together with the first study, thésults in a

Information Society services as well as copyrighd alata
protection for Information Society services aréhigh inter-
est for GSPs as the main providers of basic gnidices to
the VO. In contrast, Information Society services af lim-
ited interest for the NSP only so that the accardietermi-
nations are deemed either irrelevant or partlyvasie On
the other hand, NSPs are highly affected by thokess rgov-
erning commercial practices and contracts in BA&tions,
since they qualify to maintain B2C relations, intjgalar for
the provision of communications and network semi&m-
ilarly, SU, SC, and SR roles are fully affecteddstermina-
tions on commercial practices and contracts in Béla-
tions, whereas roles for free movement of Inforovati
Society services and copyright and data protedtiomnfor-
mation Society services are of partial relevance theese

comprehensive overview of relevant legislation plas
detailed relevance assessment on selected regdagiod
directives on European level. The latter allowstfer overall
conclusion that regulatory issues for mobile gréds well

covered by European law, even though not by a steri
single regulatory framework or a limited, manageatim-

ber of regulations and directives, but rather ljgd amount
of single relevant sources originating from a lasgé of the
Activities of the European Union.

Accordingly, future work may include the detailesseass-
ment of identified legislation not included in thetailed rel-
evance assessment so far. Furthermore, legislatianter-
national level €.9., WTO agreements) and national Member
State rules relevant for mobile grids may be cargd in
upcoming studies.



Table 3: Detailed Relevance Assessment Results

Principle of Law

3

SR

NSP
GSP

AP

Agreements and Concerted Actions Between Undertakings

Articles 81 and 82 of the Treaty [34] prohibit in general agesem) decisions, and concerted actions between un

takings that result in competition distortion within the @&an common market. Inter alia, agreements are prohi

which address purchase/selling prices, limit or control préclucthare supply markets, or apply inequalities for e

transactions.

The Council regulation 1/2003 [32] details rules of applying Trettgles 81 and 82. In particular, the regulation |

down the following determinations:

« Burden of proof rests on the party alleging an infringen(i@2f, Article 2).

* Means of investigation include the right of the Commissiondaire undertakings to provide requested informat
([32], Article 18), to conduct interviews with consenting legahatural persons ([32], Article 19), and to conduct
spections on site ([32], Article 20).

 Penalties can be non-recurring fines or periodic penalty payniuitss for determining the first (upper limits in p
centage of the turnover of the preceding business year) anedief [32], Article 23, for determining the latter in
[32], Article 24.

In addition, the Council regulation 19/65/EEC [27] addresses edss® the Commission may provide exemption

from application of Articles 81 and 82. Exemptions may be gdaintéorm of regulation with retroactive and time-lim-

ited effect, specifying agreement types it applies to ([27]ckedi1-4).
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Commercial Practicesand Contractsin B2C Relations

The purpose of the Unfair Commercial Practices Diredffeund in laying down rules for avoiding unfair comme
cial practices against consumers’ interests ([25], Artigldt, thus, applies to all B2C practices deemed unfafj{([
Article 3). An unfair commercial practice, which is prohduit is defined as ([25], Article 5):

« It is against fequirements of professional diligence” and

« It distorts (or is likely to do so) the economic behavior ofatherage consumer (or a group of consumers).

« Especially, a practice is unfair if it qualifies asrigemisleading or aggressive.

[25], Article 6 determines specific criteria under whigbractice is misleading. In particular, this is the dagee main
product characteristics contain false, untruthful, confusindeoeptive information in its overall presentation so th
is likely to cause a consumer tto take a transactional decision that he would not have taken otherwise”.

[25], Article 7 determines criteria for misleading pracsiteat would likely lead to distorted consumer behavior. T
is the case ifit omits material information that the average consumer needs’.

[25], Article 8 determines criteria for aggressive pragjavhich are practices that limit the freedom of choice of
average consumer significantly.

Member States are responsible for enforcement ([25], Arlit), administrative authorities’ powers ([25], Article 1
and penalties ([25], Article 13).

Directive 97/7/EC aims at harmonizing Member State rulegdegadistance contracts for consumers ([12], Artic
1). It determines the necessary level of information tprbgided to consumers prior to contract conclusion ([12],
ticle 4), which are those typical material parts in darpuch as price and characteristics, payment termsledindry
costs. Consumers must receive a written confirmation auralile medium” (which includes electronic mail) ([12],
Article 5), and they are granted the right of withdrawal witititeast seven working days after contract conclusio|
([22], Article 6). Providers are required to execute reakivelers within 30 days, maximum ([12], Article 7).
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Member States have to take measures that prohibit supphoodered goods or services ([12], Article 9) and that re-

strict distance communication towards consumers, such as utesbtitarketing through automated calling systen
([12], Article 10).

Directive 93/13/EEC aims at harmonizing Member State relgarding unfair terms in consumer contracts ([29],
ticle 1). Contractual terms are deemed unfair under the fisifpeircumstances ([29], Article 3):

« A not individually negotiated term results in unbalanced rights aridatiains of the contract parties.

« A term falls under the list presented in [29], Annex.

Consumers’ interest protection is expressed explicitly imsag that written terms must be pidin, intelligible lan-

guage’, whereas the most favorable interpretation for the consshafbe assumed in case of ambiguous terms (
Article 5).

Directive 98/6/EC determines the minimum level of price infdromarequired to be communicated to consumers
([23], Article 1). Selling price and unit price constitute tmost important price types. The first is definedtbsftnal

pricefor a unit of a product, or a given quantity of a product, including VAT and all other taxes’ ([13], Article 2). The
latter is defined as the final price including all tagesording to a unit of quantity typically used for that product ty
such as a kilogram ([13], Article 2). Both prices need to be@idd in general, whereas the unit price can be om
if it is identical to the selling price ([13], Articl&). Both prices must bauhambiguous, easily identifiable and clearly

legible” ([13], Article 4).

Directive 1999/93/EC lays down rules for applying electronic sigeatin commercial transactions so that electrg
signatures “satisfy the legal requirements of a signaamd’that they constitute “evidence in legal proceedings” ([
Article 5). Certification service providers are the prignparties to be kept liable for issued, certificates-badec
tronic signatures ([16], Article 6).
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Table 3: Detailed Relevance Assessment Results

Principle of Law

NSP
GSP

AP

Copyright and Data Protection for Information Society Services
Directive 2001/29/EC aims at protecting copyright and relatgdgifor Information Society services ([18], Article 1

It addresses the respective rights of distribution, commtioicto the public, and distribution, each attributing with

those partiesg(g., authors) to whom Member States may grant or prohibit the rightéstion ([18], Articles 2-4). E
ceptions and limitations are addressed in [18], Article Strppmminently stating that a “transmission in a network

~—

be-

tween third parties” produces a temporary act of reproductionwhigh shall not fall under those determinations laid

down in Article 2.
Member States shall provide legal means to protect fraznroventing any technical means for copyright, which
cludes manufacture and any type of distribution of products withuh@ose of circumvention ([18], Article 6). Ac-

cordingly, Member States shall take legal means againsbipethat remove or alter knowingly rights-management

information or that distribute works with removed rights-agement information ([18], Article 7).

Directive 93/98/EEC [30] lays down rules for the duratiogminted rights for several types of work:

« For literary or artistic works, which subsumes also photdgraputhor’s rights expire 70 years after the author’s
death ([30], Article 1).

« For audiovisual works, rights expire 70 years after thehdefathe last survivor out of the group of the principal ¢
rector, the author of the screenplay, the author of the dialagdethe composer of music ([30], Article 2).

Directive 2001/84/EC requires Member States to provideadereight, by which authors of an original work of art
ceive ‘aroyalty based on the sale price obtained for any resale of the work” ([19], Article 1). Member States shall d
termine a minimum price subject to resale right, whergiastinimum price may not be lower than 3000 EUR ([1
Article 3). The royalty ranges from 4% to 0.25% of the paiee, but may not exceed 12500 EUR ([19], Article 4)

Directive 92/100/EEC [28] addresses rights in relation tatemtiending of copyrighted material. In general, the ri
to authorize or prohibit rental or lending lies with the autifdhe work ([28], Article 2). Authors granting rental rig
shall receive remuneration ([28], Article 4).

Directive 96/9/EC is concerned with copyright and databageseas databases are defined amHettion of inde-
pendent works, data or other materials arranged in a systematic or methodical way and individually accessible by
electronic or other means” ([11], Article 1). Databases constitute the authors@reation and are, thus, protected
copyright ([11], Article 3), whereas the natural persorheraccording group of natural persons that created a gi
database is deemed author ([11], Article 4).

Directive 95/46/EC protects rights of individuals in the aregsrioficy and processing of personal data ([10], Arti

1). The first criteria to determine lawful processing is dgiality. Data is required to be collected for a specific py

pose, it has to be relevant and not excessive, kept up to da#n@mymized as soon as possible ([10], Article 6).

second criteria addresses processing legitimacy, whereagrdaéssing is legitimate only ifHfe data subject has un-

ambiguously given his consent” ([10], Article 7). Data processing in special categoisegrohibited, such as for datg

revealing ethnic origin and political opinions ([10], Arti@g The subject of data processing is granted a numbe

rights:

« Information from whom data originates, information aboutcbiéector and the purpose of a collection ([10], Arti
10).

« Right of access to data, including the right to correctteleéand exclude data ([10], Article 12).

« Right to object to data processing ([10], Article 14).

Controllers must ensure confidentiality of processing ([10]ichertl6), security of processing ([10], Article 17), an

must inform the supervising authority “before carrying oyt wholly or partly automatic processing operation” ([1]

Article 18).
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Free Movement of Information Society Services

The directive on electronic commerce aims at free moveafdnformation Society services in the internal marke
([27], Article 1). Accordingly, Member States are in ge@ot allowed to restrict Information Society services pr
vided by a service provider in another Member State, whereagtéxts from that rule are only possible under sp
ic circumstances, such as to ensure public security ([17¢lé&\8 and Annex). An Information Society service
provider does not require prior authorization ([17], Article 4), haavegeneral information about the service provi
needs to be available permanently and in an easy accessibléofdhe recipient of a service ([17], Article 5).

Any type of commercial communication is required to tolerttifiable clearly and unambiguously as such” ([17], Arti-
cle 6). Unsolicited commercial communication is not prohibibed providers are required to respect opt-out regig
([27], Article 7).

The directive provides the foundation for electronic contractsuages Member States to “ensure that their legal
tem allows contracts to be concluded by electronic means]; §tficle 9). Moreover, it lays down the minimum cq
tractual information to be provided prior to an order by a renipdf the service ([17], Article 10). Service provide
are required to acknowledge any order received by electmeans ([17], Article 11). Service providers are in gen
not liable for conveyed, user initiated information ([17], Algi12) nor for cached information ([17], Article 13) or
hosted information, as long as the provider does not have any knowleitiggal activity ([17], Article 14). Service
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providers are not required to monitor conveyed information fayallactivity ([17], Article 15).

)

a. Assuming that a GSP does not maintain direct B2C relations.
b. Assuming that a NSP does not provide Information Society services
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