B I o

User Empowerment in a Social Media Culture

Children as socilal network actors:

legal challenges concerning
membership, behaviour and liability

T
L%
B
-
e ———

Ellen Wauters - Prof. dr. Eva Lievens — Prof. dr. Peggy Valcke
Interdisciplinary Centre for Law & ICT - KU Leuven

= ITS — 25th European Regional Conference - Brussels - 22-25 June 2014




State of the art; Children & social network sites

e UK

o Study NSPCC (2013): Around half of 11 and 12 year olds in the UK have an
underage profile.

e Germany
o 44% of children under 13 use SNS that are aimed at teenagers and adults
® FlanderS Table 1. Percentage of European children
] iged 6-9 u_sing ?NS sites in 2010. Source:
o 35% of 9-12 year olds have a Facebook profile &
o 88,9% of 12-18 year olds have a Facebook profile o = Z
France 3 14

Source: EU Kids Online, 2013
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http://www.nspcc.org.uk/news-and-views/our-news/child-protection-news/social-network-report/young-people-social-networking-risks_wda99966.html
http://eprints.lse.ac.uk/52630/1/Zero_to_eight.pdf

State of the art; Children & social network sites

Which social networking or media sharing platforms do they use?

Danes and Belgians
use nstagram nearly
s much & YouTube.

while in ireland and the ©
UK, Instagram is more
popular than YouTube

0 ' . You Tube k= used more
BE DK K I PT RO UK Sernouas g
Social netwnrking sites Media 5haring platforms el
’ Y.H . Twitter is more popular
! T JE ' In UK and ameng boys,
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Source, Net children go mobile, 2014, http://www.netchildrengomobile.eu/



Legal challenges?

Minors =) no full legal capacity

* Enter into a membership agreement
 Consent to sharing of or tagging in photographs
e Liability for certain acts on SNS
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Minor?

e UNCRC: “every human being being below the age of 18 years of age unless
under the law applicable to the child, majority is attained earlier”

Child as a
subject of
rights

e Age for acquisition of rights

States’
obligation
to provide

special
protection
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Legal capacity

 E.g.Article 1124 Civil Code (Belgium): minors do not have the competence to
enter into an agreement

* EXxceptions?
o ‘Dally acts’/ ‘necessities’
o ‘Age of discernment’
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| Sign Up
M em berSh | p It’s free and always will be.
First Name Last Name

Your email address

Re-enter email address

New Password

Vhy do I need to provide my
ate of birth?

By clicking Sign Up, you agree to our Terms and that you have
read our Data Use Policy, including our Cookie Use.




Membership

* \alid agreement? — national judge
1. Actual knowlede or have had 055|b|I|ty to acquire knowledge (prior)?

| ibili In practice: difficult
— sign-up process / hyperlink clear and prominent? to find, not read

— text visible and readable? colour, location? plain, intelligible language?
2. Acceptance: silently or explicitly

‘ MINORS: age of discernment?

Disadvantage / imbalance (— ‘free service’)?
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Membership

e Minimum age”?

4. You will not use your personal timeline primarily for your own commercial gain, and will use a Facebook Page for such purposes.

2. You will not use Facebook if you are under 13.
6. You will not use Facebook if you are a convicted sex offender. -

Article 8
Processing of personal data of a child

For the purposes of this Regulation, in relation to the offering of information society
services directly to a child, the processing of personal data of a child below the age
of 13 years shall only be lawful if and to the extent that consent is given or
authorised by the child's parent or custodian. The controller shall make reasonable
efforts to obtain verifiable consent, taking into consideration available technology.




Behaviour

 E.g. Facebook “you grant us a non-exclusive, transferable, sub-licensable,
royalty-free, worldwide license to use any IP content that you post on or in
connection with Facebook”
— very broad license!
— valid vis-a-vis minors? ‘null and void’ < 9 years or disadvantage

 E.g. Google “we may display your Profile name, Profile photo, and actions you

take on Google or on third-party applications connected to your Google
Account [...] In our Services, including displaying in ads and other commercial

contexts”
— right to image / processing of personal data: (informed) consent?

— explicit, prior & subject to restrictive interpretation

— can minors consent? alone / (together with) parents? m



Behaviour

 Behaviour that is forbidden / not tolerated (e.g. bullying, hate speech, etc.)
— sanction? suspension or termination of account

— awareness? \

Reasons?
e.g. real name




Liability
* Minors as ‘offenders’ — can they be held responsible?
| commercial | Aggressive] __ Sexual | Values |

Content — Advertising, Violent / Pornographic Racism,
child as spam, hateful or biased or
recipient sponsorship content unwelcome misleading

sexual info/advice

content (e.g.drugs)

Contact — Tracking / Being Meetings Self-harm,
child as harvesting bullied, strangers, unwelcome

participant personal info stalked or persuasion

Conduct — Gambling, Bullying or Creating and Providing
child as hacking, illegal harassing uploading advice e.g.
actor downloads another pornography suicide /
pro-anorexic
chat

Source: EU Kids Online: Hasebrink, Livingstone, Haddon, and Olafsson, 2009, p. 26.




Liability
e Criminal liability?

— minimum age for criminal responsibility (UNCRC)
— ‘act that is described as a crime’? other measures than CC punishments

e Civil liability? |
. _ ( C?ilrj]ia ( damage
— e.g. Belgium:

‘normal, reasonable and careful person’

SNS

- environment

4
— for minors: foreseeability; case-by-case (age)
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Liability
e Liability of parents / teachers

— civilly liable? E.g. Article 1384 Civil Code (Belgium): refutable assumption of
liability: mistake in supervision / education

\

SNS
environment




foreseea bility

AWARENESS
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Provision of iInformation

Email or Phone

facebook =

Statement of Rights and Responsibilities

This help content Is not avallable In your language. Please choose from one of our supported languages: M O re th an 1 b i | I i O n

|Bleise Seteck 3 Lanausos .| .
You may also find support from other users who speak your language by visiting our user forum. aCt|Ve u S e rS !

This agreement was written in English (US). To the extent any translated version of this agreement conflicts with the English version, the English version controls.
Please note that Section 17 contains certain changes to the general terms for users outside the United States.

Date of Last Revision: November 15, 2013,

Statement of Rights and Responsibilities

This Statement of Rights and Responsibilities ("Statement,” "Terms," or "SRR") derives from the Facebook Prindples, and is our terms of service that governs our
relationship with users and others who interact with Facebook. By using or accessing Facebook, you agree to this Statement, as updated from time to time in accordance




Provision of iInformation

More engaging,
understandable
legal
documents

Language
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Thank you!

eva.lilevens@law.kuleuven.be

fori Interdisciplinary Centre for Law & ICT (ICRI) — KU Leuven
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